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Key Points

m A disaster is the largest “R” in MTTR that you'll ever have to deal with.
By developing and then testing your plans thoroughly, you can confi-
dently reduce that recovery time and get your users back to work faster.

m Disaster recovery is incredibly complex and prone to failure. By paying
attention to the details, you can increase the likelihood of a successful
recovery.

m There is no recovery, nor enterprise, without people. If you treat your
people well, they will treat you well in return.

A Resilient Enterprise*

The harder I work, the luckier I get.
~George Allen
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The story behind this recovery is a fascinating one that demonstrates the
personal and corporate qualities that are required to be able to recover quickly
from a disaster of previously unimaginable magnitude. ’

The New York Board of Trade

The New York Board of Trade (NYBOT) is a commodity trading exchange with
a history of well over 100 years. They trade options and futures on coffee,
cocoa, sugar, cotton, and orange juice, as well as several financial indices and
currencies, including the New York Stock Exchange Composite Index, the
Standard & Poor’s Commodity Index, and the U.S. Dollar.

Unlike equity financial instruments, whose traders sit in front of computer
screens and execute trades in a relatively calm and orderly manner, through
electronic trading systems, NYBOT’s trading environment is quite frenetic.
Some call it organized chaos. They trade in trading pits or rings, in a style
called Open Outcry. Buyers and sellers stand, literally facing each other, on
three or four steps arranged in a ring, as shown in Figure 21.1, and buy and sell
these commodities based on orders from their customers. For example, the
farmers who grow cocoa sell cocoa futures, and companies such as Hershey
and Nestlé buy them. Prices are set through a verbal bid and ask process,
where a seller might offer some cocoa (called a “lot”) at a particular price
(called an “ask”; a buyer’s offer price is called a “bid”). If several buyers are
interested in that lot, they might bid the price higher in an attempt to buy it,
until only one buyer is willing to pay the new bid price. If there are no buyers
at a particular asking price, the price might fall in an attempt to generate some
buy orders. When an order is executed, its price is entered into NYBOT’s com-
puter system, and the prices of the most recent transactions are publicized
instantaneously within the pit, and to the outside world. This process sets
market prices for these commodities on a worldwide basis.

The result is a trading environment that operates at a very high noise level.
Since the key to getting the right price on an order is to be heard by the person
with whom you wish to deal, it is usually necessary to yell louder than the next
trader. There is also much jumping up and down, waving of hands and
papers, and jockeying for position in an attempt to get attention.

There is never just one trading pit or ring actively trading a commodity ata
time; pits work in pairs. There is a pit for futures on a commodity (“I want to
buy a lot of cocoa that will be delivered in March...”), as well as options on
those futures (“I will pay you now for the right to buy a lot of cocoa to be deliv-
ered next October at a price we agree on today...”). The two pits are physically
adjacent and active simultaneously, which just adds to the noise level.
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Figure 21.1 Two of NYBOT’s tradi rings. |
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Nestlé, other NYBOT customers include the companies that produce Tropi-
cana, Minute Maid, Maxwell House, Folgers, various clothing brands, as well
as the growers and mills that produce the raw commodities that go into these
products. NYBOT makes a significant amount of additional revenue by dis-
tributing their commodity pricing information to their customers and to ticker

service bureaus.
When NYBOT was housed at
pits, which allowed them to tra

4 World Trade Center, they had 13 trading
de multiple commodities at the same time.

Trading in the agricultural commodities would last for anywhere from four to
five hours a day, depending on the commodity. Trading in the financials lasted
from 7 to 18 hours per day. Typical daily NYBOT trading volume across all
commuodities was about 72,000 lots. As with other exchanges, when the trading

day is done, much work remains. This back office work is the process of set-

tling trades, and making sure that what was bought matches what was sold,
and generating all the a

ssociated paperwork and audit trails.

The First Time

Shortly after noon on Friday, February 26, 1993, a bomb went off in the base-
ment parking garage beneath the World Trade Center complex. The exchanges
that were then called the Coffee, Sugar, and Cocoa Exchange (CSCE) and the

New York Cotton Exchange were located in 4 World Trade Center (4 WTC), a
nine-story building on the southeast corner of the complex about 100 feet
r #2). Staff at both exchanges felt an explo-

away from the South Tower (Towe
sion, and their lights blinked. Soon, they learned thata bomb had gone off. The
explosion caused their facility to lose power, heat, and data center cooling, and

the building was evacuated.
CSCE maintained a disaster recovery plan in 1993, which consisted of a

migration to a cold backup site at Sungard Recovery Services in Philadelphia.
The Cotton Exchange outsourced their computer management. CSCE’s plan
called for their system administrators to travel to Philadelphia, install an oper-
ating system on these cold systems, and install their applications and data. The
recovery process was expected to take between 24 and 48 hours to complete.
Almost immediately upon the evacuation of 4 WTC, several system admin-
istrators headed down to the Philadelphia cold site carrying backup tapes.
The hole in their recovery p

lan was that there was no backup site from
which to trade. Thus, even if they co

uld get their computer systems back

online, without access to their building, it would take at least 30 to 60 days

before they could acquire a new site and install everything that would be
required to allow them to resume trading.

On Sunday morning, February 28, New York City said that it could be a

week or two until the exchanges could get back into the building. Later that

day, the situation changed, and limited power (but no heat or air-conditioning)
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allow them to recover from a disaster much more quickly than if they had to
restore everything from tape. The Board encouraged Pat to look into acquiring
such a site. Even as he looked for a site, he was developing cost estimates.

The costs associated with creating a second trading floor were more than the
Board was willing to absorb, and so that part of the proposal was set aside, so
Pat revised his proposal to include only a hot site for recovering their com-
puter systems. The Board was reluctant to spend that money, too, but they
agreed to a compromise. Pat would bring in an outside consultant to review
his proposal and see if it made good business sense.

In the end, the consultant agreed with Pat, but felt that his recommendations
did not go far enough. The most important fact that the consultant identified
was that when that the CSCE was unable to trade, it cost them $350,000 per day,
and it cost their business partners $3,500,000 per day. When they heard those
cost numbers, the Board quickly decided that a hot site for their computers
made a lot of sense. Soon, work began to identify an appropriate location for
such a site.

CSCE began working with Chubb Recovery Services (later acquired by
Comdisco, which was acquired in 2001 by Sungard Recovery Services), who,
after an extensive search, found them a site in Brooklyn. However, before
CSCE was ready to act, Chubb offered an alternate location in a building they
had just acquired in Long Island City, Queens. This new site was on a separate
power and phone grid from the World Trade Center, and had plenty of tele-
phone service and redundant power. Furthermore, there was adjacent vacant
space that could potentially be converted to a backup trading floor.

Chubb and CSCE worked out a deal that would allow CSCE to be the first
tenants in the new building with a low rent. Although the Board had decided
not to proceed with the alternate trading space, Chubb was very interested in
helping CSCE build one. While they had built computer recovery sites before,
Chubb had never built an open outcry trading environment; they felt that this
could help them move into new business areas.

When the cost estimate came back at about $1.2 million, the Board had to say
no. When Chubb offered to split the cost 50/50, the Board was still unwilling.
However, when Chubb offered to pick up $1 million, leaving only $200,000 in
costs to CSCE, the Board agreed, and work began.

Annual rent for the hot computer site would be about $50,000. When the
Board learned that the rent for the whole site, including the trading floor
would cost $200,000 a year, they initially did not want to spend the money. Pat
kept working to change their minds until they finally agreed in early 1995.
Each year at budget time, Pat had to go through the same efforts to justify this

expense. '

The Queens trading space was completed in 1995 with just two trading
rings. In the event CSCE needed this trading floor, the plan called for the
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Since information technology costs were still a concern, when Steve and Pat
approached the Board to ask for additional funding to expand the Queens site
to accommodate the new commodities and personnel acquired in the merger,
they were unable to get the money. This meant that the recovery site did not
grow to support the additional capacity that was necessary to keep all of
NYBOT'’s products running after a disaster.

The last major shortcoming in the plan was in the recoverability of their back
office applications. They knew that they could switch over all of their trading
operations to the Queens site in about 15 minutes. However, without the ability
to recover back office operations, they could not close their trading day, or per-
form other important, but less critical functions. Because of the ongoing budget
tightness, Steve and Pat had to develop a low-cost or cost-free scheme to back
up these functions.

One of the compromises that they made at the recovery site to save money
was that there would be limited space for NYBOT's staff to work. The plan
was that some of them would report to work at the recovery site, while others
would work from home. The administrators were given suitable access from
home (paid for in full by NYBOT), and would be expected to report there in
the event of a disaster. This would be inconvenient, but since the system
administrative staff’s presence was not considered critical to the business, this
made sense. The Long Island City facility held limited space for offices, trad-
ing pits, facilities, and all of the other things that NYBOT would need to
operate long-term.

There was another implicit assumption being made throughout NYBOT's
disaster plans, which was most evident in this lack of space for system admin-
istrators. Long Island City was seen as a temporary home. The plan did not
consider the possibility that the entire World Trade Center building might be
lost. They figured that if there were a fire or other calamity, they might be out
of their WTC building for a week or two, or a month at most. They did not con-

sider the possibility that the World Trade Center could be totally lost. Needless
to say, this assumption would not prove to be a valid one.

Y2K Preparation

NYBOT saw Y2K coming before it became a public issue. The system adminis-
tration staff began to prepare for Y2K as far back as 1997, and they had all of
their internal applications totally compliant before 1999 began. In 1999, when
their regulatory agency, the Commodities Futures Trading Commission
(CFTC), sent all the forms and paperwork to NYBOT for Y2K certification, Pat
told themn that they were already done. It took a while to convince them, but
once the CFTC believed that NYBOT was truly prepared, they asked for and
received permission to use NYBOT as an example for their regulated organi-
zations, to show them what to do, and how to do it.

20(312) implementing hand-held wireless devi
and orders closer to the traders in the pj
staff has performed over :
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hotel information, street and subway maps, vendor contact information, driv-
ing instructions, contact information for pretty much everybody at NYBOT,
and all sorts of other relevant information. The BCP was the official source of
information about which system administrators were expected to report to
Queens and which ones would be required to go home. It also included trader
booth assignments at the Queens site, along with booth phone numbers. It
even included a wallet-sized card that members could carry at all times with
the most important information on it. Since the information was made avail-
able on paper and electronically via NYBOT’s web site, there was no excuse for
anyone to be without it.

Two of the most important issues introduced in the Y2K BCP were the
concepts of shared space and staggered trading schedules. The Queens site
had just 2 trading pits, rather than the 13 at 4 WTC. In order to continue trad-
ing under these cramped and limited conditions, they needed to develop a
plan to share the trading floor by staggering trading schedules. Instead of trad-
ing simultaneously for four or five hours a day, as each commodity did at 4
WTC, at the recovery site they would be forced to limit their trading to just 90
minutes a day. All around the trading pits are trading booths: small cubicle-
like spaces with telephones, where orders are sent to the brokers and all the
paperwork associated with the trading is done. At 4 WTC, there were 600
booths. In Queens, there were just 100. This meant that users who were accus-
tomed to having four or five booths might be relegated to just one or two. And
instead of having access to the booths all day, traders would only have them
for a 90-minute interval each day. After one broker’s time expired, another
broker would take over the booth and its phones.

Of course, just because all this was written into the plan doesn’t mean that
anyone had ever tried it.

In the end, though, after all of this preparation, and as it did for so many other
organizations, January 1, 2000, came and went without incident for NYBOT.

Once they got through Y2K, a new push began. The system administrators
worked to change the corporate culture to get all users to put all of their files
and other data online and on the servers whose data regularly got replicated
to the recovery site. If they failed to do so, individual user data would be lost
in a disaster.

In early 2001, the information technology group began to push their testing
efforts harder than ever before. Everyone who could work from home was
able to work from home, and this capability was regularly tested, and all
expenses to do so were picked up by NYBOT. The goal was to make sure that
even if a user had no work space in Long Island City, he would still be able to
get his job done, albeit remotely. Quarterly testing remained the target, and
everybody whom they supported seemed much more willing to take part in
testing than they ever had before.
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demolished or empty buildings (like the World Financial Center, located across
the street from the site of the World Trade Center). They had never established
network links between LI City and these partner organizations’ recovery sites.

On the night of September 11, Pat and Steve got off the phone at 1:30 in the
morning. Steve slept in a chair in the Long Island City facility.

The next morning, Pat made it to the DR site, having managed to drive to
Queens from New Jersey. That task became much more complicated in the fol-
lowing days, as local authorities imposed restrictions on automobile access
into Lower Manhattan and closed many river crossings in the New York area.
When he arrived, he confirmed that everything had gone according to the
plan, the systems were ready to go, and trading could begin.

When members and traders began contacting Pat and Steve later in the day
on Wednesday the 12, they wanted to know when they might be able to begin
trading again. They assumed it would be Friday or Monday before they’d be
ready, but, no, trading could resume immediately, at least from a computer
perspective. In the end, though, that became a moot point, as all trading on all
New York-area exchanges was suspended until Monday, September 17.

Before traders even arrived, there was an operational problem to contend
with. Even though the staggered trading schedule (90 minutes for each com-
modity) was going to be in effect, there was no place to gather the group of
traders who were waiting to take the trading floor. They needed the ability to
gather and prepare themselves without impeding the active trading that was
already in progress, as well as a way to more easily move the active traders out
of the trading area when their time expired. The answer: more space. In a great
stroke of luck, the only other tenants in the Long Island City building had
moved out months before, so there was a tremendous amount of available

space in the building. NYBOT quickly made a bid and acquired the space.

Once the space was acquired, Comdisco (the owners of the building) set to
work preparing it to NYBOT's specifications, and in just a couple of days the
space was ready to be used as setup space for incoming traders. (Comdisco
assures us that under normal circumstances, this build-out would have taken
a couple of weeks, if not longer.) Comdisco had obtained and set up tables,
chairs, phones, and workspaces. This first upgrade greatly reduced tension
throughout the organization, as it allowed members a space to work that was
not on the trading floor, or in the way of active traders.

Since trading was not scheduled to resume until Monday, few members had
any plans to visit the Queens site before then. However, Pat, Steve, and the
Board realized that Monday morning would be total chaos, what with most of
the 1,000 members arriving at once, all looking for their familiar booths, trad-
ing pits, phones, and other facilities. Many of them would not be familiar with

the staggered schedule and would expect to trade all day as normal. As this
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of all commodities, which was almost double the volume of a normal day. The
additional volume was attributed to pent-up demand, and the volatility to
market uncertainty. ’

In addition to the overcrowded trading conditions, NYBOT was also the
center of a great deal of press attention, so on top of all the traders, there were
a slew of newspaper and television reporters, along with representatives from
the Mayor’s Office.

NYBOT accomplished all of this trading activity amidst another serious
problem. It became apparent early in the day on the 17" that two wired phones
per booth would be completely inadequate, especially with the compressed
trading day. To be successful, each booth needed at least six phone lines. The
only way to achieve this increased capacity would be to bring in a new and
larger phone switch. So late in the day on the 17*, the Mayor’s Office was once
again contacted, this time to request a new 1,200-line telephone switch, with
the highest possible priority. With air travel and crossings in and out of New
York severely restricted at this time, getting a switch delivered to Queens was
no easy task.

Nevertheless, the Mayor s Office was able to cut through immense amounts
of red tape, and on Wednesday, a U.S. Army helicopter flew to Long Island
City with a 1,200-port telephone switch (a piece of equipment roughly the size
of a standard computer rack). Four days later, in time for the Monday, Sep-
tember 24 trading day, every booth had four new phone lines running to its
four new telephones, giving each booth a total of six lines and six phones.

During th :
NYBOT estimates that under normal circumstances, it would have taken 30 to booth g"['h:z3 fe(;:r;e of the trading day, several sets of traders would Occupy each
60 days just to obtain the phone switch, and longer to get it installed and all the the bc;oth not fo ?}?ee Strarzid teleﬁhone pumbers in each booth were assigned to
s aders; they

lines run and phones installed.
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more complicated, though, was that trading was very rushed. When NYBOT each commodity. Without th. n fucl) 0, adding 10 minutes to the trading day for
- ou e
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Figure 21.3 A shared trader’s booth at the DR site.

NYBOT has been able to add an additional 100 phones to the trading recon-

ciliation area, as well as provide additional trading input terminals. Both of

these improvements have resulted in increased efficiency in trade reconcilia-
tion, and a little less work that needs to be done on the trading floor.

Another unforeseen complication was with the financial instruments
traders (U.S. dollar, and foreign currencies) who also traded at 4 WTC. The dis-
aster recovery plan for them was to fly to Dublin, Ireland, where they would
resume their trading activity on NYBOT’s Dublin trading floor. Their
exchanges quickly learned that flying anybody anywhere in the days after
September 11 was going to be difficult, so the decision was made to find some
space for them within the Queens facility. Adding to the complexity, because
the financial traders work with exchanges at other facilities, they do not get to
set the hours in which they trade. In order for them to trade, they must do so
at all hours that trading is done. This means that they cannot share the facili-
ties at NYBOT with other commodities; instead, they must have their own area
in which to trade. They don’t need trading pits, but they do need full-time
phones and booths to trade from, reducing the pool of booths available to be
shared among the commodities traders.
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In its new location, the transition area spread out to cover a lot more space,
and included many of the amenities that the traders had done without since
the relocation. The additional space gave the traders and support staff tele-
phones, PCs, and space and equipment where they could enter their trades, as
well as a lounge, a coat room, a vending machine area, offices for the execu-
tives, and space for other critical functions like compliance and trade clearing,

The addition of the new trading rings brought the total number of rings to
eight. These new rings made trading much easier and more comfortable and
meant that commodities could trade more hours a day than at any time since
9/11. For example, cocoa trades for nearly four hours a day, or only 1 hour less
than at the WTC.

Eight rings, of course, is not 13, and so the commodities were not all able to
trade in the hours of the day that they would like. The cotton and orange juice
traders would prefer to trade with morning hours, but are unable to, due to the
lack of trading space. Doubling up on trading space with other commodities is
still a procedural requirement.

New Data Center

While the construction of the new trading rings was going on, Steve got
approval from the Board to open a new backup data center in Lower Manhattan.

Steve’s biggest concern since NYBOT had moved to Long Island City was
that the building created a single point of failure for the entire operation. He
saw that it would likely take a year or more before a new trading site could be
operational, so he campaigned for a secondary separate site for a data center.
This new site would give NYBOT a couple of substantial benefits. It would
allow them to get the data center away from the trading floor, thus eliminating
Long Island City as a single point of failure, and it would give Steve a place to
house his IT staff.

With the Board’s approval, Steve signed a lease for the new data center
space in February. At WTC, the data center was over 6,000 square feet. Because
of the remarkable reduction in the physical size of their servers, Steve was able
to lease just 2,000 square feet of space, and that included offices that were not
included in the 6,000 square feet they had before. What’s more, the lease for
the new data center was much less costly than any real estate they had leased
in the last several years.

Once the lease was signed, the build-out began. Staffers, many of whom had
been working from home most of the time since September, began to move in
during early April. The data center was completed at the end of June. Almost
immediately, the Lower Manhattan site became the DR site for Long Island

City’s data center. Two weeks after its completion, NYBOT ran their first DR
tests. The tests were successful, and at this writing, they have been replicating
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have. Since the floor has only one proper entrance, there needed to be suffi-
cient space so that the various groups of traders could move to and from their
trading rings without getting in each other’s way. )

The trading floor is a triple height space, with a 30-foot ceiling. It extends up
through the 8" and 9™ floors, but it does not use up all of those floors. Remain-
ing space on those floors will be used by both exchanges for office space, trade
clearing, and other administrative functions. Additional space on 7 was allo-
cated for cafeterias and other trader amenities. In addition to the trading floor
space on the 7" floor, NYBOT will have space for trading support staff on the
8th floor and executive offices on the 13" floor.

In the end, NYBOT will have just over 13,000 square feet of trading floor
space at 1 North End, and the Comex will have slightly less. The 13,000 square
feet is approximately the same amount of trading space that they had at the
World Trade Center.

Before they completed the move to 1 North End, NYBOT operated without
a disaster recovery site for their main trading floor. The data center functions
in Long Island City will continue to be replicated to Lower Manhattan until
the move to 1 North End, at which time the direction of replication will be

reversed.

Future Disaster Recovery Plans

The first step in NYBOT’s future DR plans was taken very quickly: They have
separated their data center from the building in which the trading floor is
located. The attacks simultaneously cost them both their trading floor and
their data center. By putting the two in separate buildings, NYBOT hopes that
a single event can no longer disable both functions.

The current plan is for NYBOT to hold on to the Long Island City site for the
time being, and perhaps permanently, depending on how their other plans go.
But they have other options.

One DR option is to merge their DR plan with the Merc’s. The Merc has their
DR building on Long Island,' and NYBOT could take some space and move
their DR environment there.

Another idea is to speak with other exchanges in other parts of the United
States, and discuss the possibility of trading DR space with them. In this
model, NYBOT might wind up with a DR trading floor in Chicago, while a
Chicago exchange uses some of NYBOT’s space in either Long Island City or 1
North End. Steve acknowledges that traveling to Chicago could be very diffi-
cult in some circumstances, so a remote DR site would serve as an additional
DR site rather than the primary one.

At this writing, these decisions have not yet been made.

! Long Island City is not located on Long Island, but rather is part of Queens, one of the five bor-
oughs of New York City. Long Island is located several miles east of Queens.
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Despite the obvious advantages of Open Outcry in a small commodities
marketplace, it is a very expensive way of doing business. Open Outcry
requires more equipment and more real estate than electronic trading. But Pat
firmly believes that Open Outcry is the way to trade for their customers and
their commodities. One of their competitive exchanges did do away with
Open Outcry and went electronic; Pat says that that exchange has not gained
any volume, and may have lost some volume to the NYBOT.

Modernizing the Open Outcry Process

Just because NYBOT has decided to stay with older methodology for their
trading environment does not mean that they have decided to force their
traders to use primitive tools to get their jobs done. On the contrary, since the
decision has been made to stick with Open Outcry, Steve and Pat have been
able to update their traders’ tools, permitting them to exchange information
and trade faster and more efficiently than ever before.

Above the new trading rings at 1 North End, the walls are lined with brand-
new lightweight flat screen monitors. These modern 8-pound monitors
replaced the ancient and very heavy monitors that lined NYBOT’s older rings.
Each trading pit is surrounded by roughly 80 flat-screen displays, mounted on

a series of custom-designed lightweight trusses.

Figure 21.4 The new and improved trading booth.
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The Effects on the People

The time since the recovery has been a very interesting one for Pat and Steve
on many levels. As a direct result of their efforts, they have been rewarded by
NYBOT, with Pat having been made Senior Executive Vice President of
NYBOT, and later named Interim Chief Operating Officer of the entire organi-
zation. Steve was made NYBOT’s Chief Information Officer.

Even before things settled down at NYBOT, Pat and Steve started to become
major industry celebrities. In the month of September 2001 alone, just the first
three weeks after the terrorist attacks, NYBOT was written up over 230 times
in publications and on newswires around the world, ranging from the Wall
Street Journal and Fortune Magazine to The People’s Daily in China, the Times of
London, the National Post in Canada, and even Progressive Farmer magazine. In
the months that followed, NYBOT’s recovery was written up in thousands of
periodicals, and was shown on television programs all around the world.

Then the conference invitations started to come in. Pat and Steve have spo-
ken at conferences put on by The Federal Reserve Bank, The Futures Industry
Association (four times), The Commodities Futures Trading Commission
(three times), The Vanguard Technology Transfer Institute, and at two different
VERITAS Software conferences.

In their year-end awards for 2001, Information Week magazine named Steve
one of their co-CIOs of the Year, citing all the work that he and Pat put into
their business recovery plans. They also made a point of contrasting the fran-
tic pace of work at NYBOT with Steve’s easygoing manner.

In the months that followed, requests for interviews and appearances have
continued. During the week of September 11, 2002, Pat appeared on CNNin,
CNBC, the BBC, and New York City’s NY1 cable news channel, and NYBOT
was written up once again in dozens of newspapers and periodicals around
the world.

NYBOT, led by Pat, has begun to lobby the CFTC to get all exchanges and
member organizations up to certain levels of disaster preparedness. They
believe that these organizations have an obligation to their customers and to
the general public (who are, after all, the ultimate consumers of these com-
modities) to ensure that they survive disasters. Pat has taken slight advantage
of some of his speaking engagements and has publicly lobbied to make these
changes. Though the CFTC did not take maximum advantage of the attention
that they and their efforts received during Y2K preparation to promote disas-
ter preparedness, the CFTC has used Pat well at CFTC-sponsored forums to
promote disaster preparedness, and it is hoped they will be able to get appro-
priate regulations in place sooner rather than later.

Shortly after the recovery was in full swing and it was clear that NYBOT
would, in fact, survive, Pat Gambaro received what he believes to be the nicest
compliment of all, one that put all of their efforts into perspective. “Don’t just
think about how your efforts managed to keep the exchange trading,” Pat was

, of all ﬂ}e people who still ha

site, but he was not deterr

ed.
Steve’s efforts allowed NY e B
destroyed many less well-p

without exa i i

: , ar : ggeration, his and
OT to remain in business after 5 calamity th
repared organizations, e




540

Chapter 21

Probably the most remarkable thing about NYBOT’s story is simply that it is
so remarkable. Not to take anything away from the job that Pat and Steve did,
which was stupendous, but they got all of these accolades and attention for
essentially doing their jobs. They worked very hard, and fought against the
odds, and were the recipients of a healthy dose of luck, but in the end, they
were simply totally successful at their jobs. As a result of their efforts, NYBOT
recovered from the biggest man-made disaster that had ever struck the United
States quickly, and pretty much according to plan.

If all enterprises gave disaster recovery an appropriate level of attention,
instead of making it the first place from which to cut spending when budgets
tighten, and if the people responsible for disaster recovery were as diligent
and stubborn as Pat and Steve, these accomplishments would simply not be
remarkable. They would be the norm. After all, Pat and Steve are not superhu-
man, and there is no reason that anybody who reads this chapter could not do
exactly what Pat and Steve did.

In telling the NYBOT story, we could have spent pages discussing their net-
working infrastructure, hardware, and storage platforms. We chose not to. We
also chose not to describe the precise method through which they got their
data from The World Trade Center to Long Island City. Instead of concentrat-
ing on technology, we wanted to emphasize the preparation, the thought, the
care, the attention to details, the arguments, and all of the hard work that went
into NYBOT’s effort.

How many enterprises could not only survive the total destruction of their
headquarters and data center, but be back online in less than 12 hours, with
their business and customers essentially intact? Could yours?

A Brief Look Ahead
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